
I. Awareness Training  
 

Free / Low Cost 

HHS Security Awareness and Training- HHS offers interactive cybersecurity 

awareness training, role based training and supplemental documentation. 

ESET Cybersecurity Awareness Training- ESET offers a free version of their training 

course that covers basic awareness training and best practices for remote employees 

upon registration. 

Texas DIR Cybersecurity Awareness Training- This video is a certified cybersecurity 

training program conducted by the Texas Department of Information Resources for 

individuals who need to meet the Texas Government Code 2054.5191 or 2054.5192.  

CDSE Cybersecurity Training- CDSE offers various resources including eLearning, 

training videos, posters, and games. 

Wiser Security Awareness Training- Wiser offers various resource including training 

including videos, quizzes, employee progress reports and certificates upon 

registration. 

 

Mid-level  

ESET Cybersecurity Awareness Training- This training course offers awareness 

training, best practices for remote employees, helping meet compliance requirements 

(HIPAA, PCI, SOX, GDPR, CCPA), certifications etc. Pricing varies based on the 

organization size. 

 

Premium 

KnowBe4- Offers various tiers of training, their higher tier offering services such as 

services such as AI-driven phishing. Pricing varies based on the organization size.  

 

II. Cyber Policies  
 

Free / Low Cost 

SANS Security Policy Templates- SANS offers a set of security policy templates free 

to use and customize for organization needs. 

 

https://www.hhs.gov/about/agencies/asa/ocio/cybersecurity/security-awareness-training/index.html
https://www.eset.com/us/business/cybertraining/?srsltid=AfmBOorDv1LMpJUIKRfT4norYwDydlvkovUzGlj3eqEtAwyXGplEmcsd
https://www.youtube.com/watch?v=lt3dUTByggs
https://www.cdse.edu/Training/Cybersecurity/
https://www.wizer-training.com/
https://www.eset.com/us/business/cybertraining/?srsltid=AfmBOorDv1LMpJUIKRfT4norYwDydlvkovUzGlj3eqEtAwyXGplEmcsd
https://www.knowbe4.com/
https://www.sans.org/information-security-policy/


NIST Cybersecurity Framework Policy Template Guide- NIST offers templates that 

can be customized and used to outline an organization's policy. 

  

Premium  
 

ISO/IEC 27001- Is the international standard for information security management. 

 

III. AV/AM Solutions 
  

Free / Low Cost 

Windows Defender Antivirus - For organizations who use Windows OS, this option 

is built in and free, offering basic protection. 

AVG Free  

Avast Free  

ClamAv- Linux compatible.   

 

Mid-level 

Microsoft 365 for business- Security solution designed for small to medium sized 

businesses (up to 300 employees). This option may be cost effective for businesses 

that already use Microsoft products in their daily operations. Pricing varies based on 

the number of employees in the organization. 

 

Premium 

Norton Small Business Plan- This security solution offers device security as well as 

unique services such as VPN, business financial monitoring, and social media 

monitoring. Supporting up to 10 employees. Pricing varies based on the number of 

employees in the organization. 

Avast Business Solutions- Avast offers three tiers in their business solutions line. The 

most inclusive package offers services such as patch management, USB protection 

and personal VPN. Pricing varies based on the number of employees in the 

organization. 

Avast (Linux)  

Bitdefender Ultimate Small Business Security – Pricing varies based on the number 

of employees in the organization. 

https://www.cisecurity.org/-/media/project/cisecurity/cisecurity/data/media/files/uploads/2024/08/cis-ms-isac-nist-cybersecurity-framework-policy-template-guide-2024.pdf
https://www.iso.org/standard/27001
https://www.microsoft.com/en-us/windows/comprehensive-security?r=1
https://www.avg.com/en-us/free-antivirus-download#pc
https://www.avast.com/index#pc
https://www.clamav.net/
https://www.microsoft.com/en-us/microsoft-365/business/microsoft-365-business-premium?activetab=pivot:overviewtab
https://us.norton.com/products/small-business
https://www.avast.com/en-us/business/products/small-business#pc
https://www.avast.com/en-us/business/products/linux-antivirus#pc
https://www.bitdefender.com/en-us/consumer/small-business-security


eset small - midsized business plan - Eset offers various packages dependent on your 

business’ size and security needs. Pricing ranges based on the number of devices in 

your organization and the type of protection plan you choose. 

eset (linux endpoint)  

 

 

IV. Software Updates   
Free / Low Cost 

Windows Server Update Service (WSUS) - This service, free with Windows license, 

allows for admins to manage and distribute Microsoft updates.  

Windows Update for Business – Free service that is available for Windows 10 and 11 

(Pro, Education, and Enterprise). Allowing admins to keep the organization’s clients 

up to date.  

 

Mid-Level 

ninjaOne- This service offers automated endpoint management. Pricing varies.  

 

Premium  
Azure Update Manager- Facilitates with managing updates across all machines using 

Windows OS and Linux OS. 

 SysAid- Offers features that address software management, patch management, 

inventory management etc. according to custom policies. 

 

V. Secure Wi-Fi Networks 
CIA Securing Enterprise Wireless Networks Additional Resource 

   

Free / Low Cost 

Passwords- Most network devices are pre-configured with default administrator 

passwords that are often made available online. It is necessary to change these 

passwords, the CISA offers guidance to how to create strong passwords. Consult your 

unique network device documentation for further instructions on how to implement 

these changes.  

 

https://www.eset.com/us/business/small-and-medium/
https://www.eset.com/us/home/antivirus-linux/?srsltid=AfmBOoqwvTEu59gpFCLcI2iEwxiT1tWwGBFL1zVOkRy_dL7XMKHfzJcO
https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/get-started/windows-server-update-services-wsus
https://learn.microsoft.com/en-us/windows/deployment/update/waas-manage-updates-wufb
https://www.ninjaone.com/
https://azure.microsoft.com/en-us/products/azure-update-management-center
https://www.sysaid.com/it-service-management-software/it-asset-management
https://www.cisa.gov/news-events/news/securing-enterprise-wireless-networks
https://www.cisa.gov/news-events/news/choosing-and-protecting-passwords


Limiting Access – All hardware that is connected to a network has a media access 

control (MAC) address. Access to the network can be restricted by filtering these 

MAC addresses. Consult your unique network device documentation for further 

instructions on how to implement these changes. 

 

 

 

Mid-range 
Firewalls *Check under the firewall section to view suggested firewall solutions. 

 

Anti-virus *Check under the AV/AM section to view suggested anti-virus solutions. 

 
VPN- This solution creates secure tunnels between unprotected Wi-Fi networks and 

the internet. Businesses who have remote employees should consider implementing a 

VPN. 

 

 

 

VI. Data Control 
 
Data control includes items such as policies, processes, and technologies that 

contribute towards how an organization’s data is accessed, used, secured, and 

maintained. 
 

Free / Low Cost 

Data Flow Mapping 

Data Retention Policy Template   

Data Storage and Retention Sample  

Data Classification - Data classification explained. (PCI, PII, PHI, and data 

classification levels)  

VII. Data Backup- 

Free / Low Cost 

Additional Information on Data Backup types and Practices  

Protecting Data from Ransomware and Other Data Loss Events  

 

Mid-range 

https://www.whatismyip.com/mac-filtering/
https://www.cisa.gov/news-events/news/understanding-firewalls-home-and-small-office-use
https://www.cisa.gov/news-events/news/understanding-anti-virus-software
https://azure.microsoft.com/en-us/resources/cloud-computing-dictionary/what-is-vpn#:~:text=A%20VPN%2C%20which%20stands%20for,and%20firewalls%20on%20the%20internet
https://www.crowdstrike.com/en-us/cybersecurity-101/cloud-security/data-flow-mapping/
https://www.odga.virginia.gov/media/governorvirginiagov/chief-data-officer/pdf/COV-Data-Retention-Policy-Template.pdf
https://supportcenter.ct.edu/Service/CCC_policies/DataStorageandRetentionPolicy.pdf
https://www.paloaltonetworks.com/cyberpedia/data-classification
https://www.cisa.gov/sites/default/files/publications/data_backup_options.pdf
https://www.nccoe.nist.gov/sites/default/files/legacy-files/msp-protecting-data-extended.pdf


 
Cloud Based Solutions  

OneDrive for Business- Good option for businesses that utilize Microsoft 365 in their 

operations.  

Backblaze- Offers an unlimited data plan option. (offers free trial) 

IDrive – Offers various plans. 

Arqbackup- Premium offers up to 5 computers. 

Egnyte- Offers free trial. 

Internal Hard Disk Drives  

Additional Information Regarding Hard Disk Drives   

Suggested options: 

Westen Digital Internal Hard Drives (HDD)  

SanDisk Internal (SSD)  

Seagate Internal (HDD) 

Seagate Internal (SSD)   

Samsung Internal (SSD) 

Removable Storage Media  

Additional Information Regarding Removable Storage Media  

Suggested options: 

USB drives 

SanDisk 

Samsung   

External Hard drives  

Western Digital External HHD  

Seagate external HHD  

 

VIII. Multifactor Authentication (MFA) 

More Information on Multifactor Authentication  

Free / Low Cost 

https://www.microsoft.com/en-us/microsoft-365/onedrive/compare-onedrive-plans#sku-cards-ocd850
https://www.backblaze.com/
https://www.idrive.com/
https://www.arqbackup.com/pricing/
https://www.egnyte.com/
https://aws.amazon.com/compare/the-difference-between-ssd-hard-drive/
https://www.westerndigital.com/products/hdd/internal-hdd
https://shop.sandisk.com/product-portfolio/ssd/internal-ssd
https://seagate.com/products/hard-drives/
https://seagate.com/products/internal-ssds/
https://www.samsung.com/us/computing/memory-storage/solid-state-drives/
https://csrc.nist.gov/glossary/term/removable_media_device
https://shop.sandisk.com/product-portfolio/usb-flash-drives
https://www.samsung.com/us/computing/memory-storage/usb-flash-drives/
https://www.westerndigital.com/products/hdd/external-hdd
https://seagate.com/products/external-hard-drives/
https://www.cisa.gov/MFA


Microsoft Authenticator  

Google Authenticator  

Cisco Duo - (Free for 10 or fewer members) 

 

Mid-range 

Cisco Duo Essentials, Advantage and Premier- Authenticator apps generate a one-time 

code to verify the identity of the account being logged into. Cisco offers various tiers of 

their service.  

 

Premium  

RSA SecureID - Is a multifactor authentication solution that uses something a user 

knows (ex. password) and something they have (ex. hardware or software token) to 

verify the user’s identity. 

Yubico – Is a security key that combines hardware-based authentication with public key 

cryptography.    

Yubico (Linux)  

 

IX. Implement a Firewall 

  Additional Resources:  

CIA Understanding Firewalls for Home and Small Office Use  

Additional Documentation on Firewalls  

Free / Low Cost 

Windows Firewall- Built into Windows operating systems. 

Mid-range 

pfSense+ 

Fortinet NGFW  

CISCO Meraki MX 

Premium 

Palo Alto Network Firewall  

https://www.microsoft.com/en-us/security/mobile-authenticator-app
https://safety.google/authentication/
https://duo.com/product
https://duo.com/editions-and-pricing
https://www.rsa.com/products/securid/
https://www.yubico.com/products/security-key/
https://www.yubico.com/works-with-yubikey/catalog/linux/
https://www.cisa.gov/news-events/news/understanding-firewalls-home-and-small-office-use
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-41r1.pdf
https://support.microsoft.com/en-us/windows/firewall-and-network-protection-in-the-windows-security-app-ec0844f7-aebd-0583-67fe-601ecf5d774f
https://www.netgate.com/pfsense-plus-applications/firewall
https://www.fortinet.com/products/next-generation-firewall
CISCO%20Meraki%20MX
https://www.paloaltonetworks.com/network-security/next-generation-firewall


Cisco  

 

X. Incident Response Plan  
 

Free / Low Cost 

CIS Incident Response Policy Template  

SANS Template 

NIST SP Computer Security Incident Handling Guide 

CISA Incident Response Plan (IRP) Basics 

NASA Privacy Incident Response and Management     

SANS Incident Response Cycle  

HHS Cybersecurity Incident Response Plan Slides   

 

https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisecurity.org/insights/white-papers/incident-response-policy-template-for-cis-control-17
https://www.sans.org/information-security-policy/?page=3
https://csrc.nist.gov/pubs/sp/800/61/r2/final
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf
https://www.nasa.gov/wp-content/uploads/2016/06/its-hbk-1382-05-01privacyincidentresponsemanagementv1-2.pdf
https://www.sans.org/media/score/504-incident-response-cycle.pdf
https://www.hhs.gov/sites/default/files/cybersecurity-incident-response-plans.pdf

